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Web Application Creation (40 Points)

I created a simple vulnerable REST banking API allowing users to check their balance, deposit, or withdraw money.
The /balance route is a GET call regarded as sensitive information. Users should only be able to get their balance.
The /deposit and /withdraw routes are POST calls that increment or decrement some account’s money. Contained
alongside this .pdf is;

PoC 2/

vulnerableWebapp.py

secureWebapp.py

exploit vulnerable.sh

exploit secure.sh

PoC2 grahamd.pdf

vulnerableWebapp.py and secureWebapp.py are Python scripts that run the simple HTTP server with a vul-
nerable and secure version, respectively. The exploit_vulnerable.sh script runs through a step-by-step process of
how vulnerableWebapp.py can be exploited. The exploit_secure.sh script runs through a step-by-step process
of how secureWebapp.py is resistant to the aforementioned exploits. Run the scripts as normal under the PoC_2/

directory. Ex: cd PoC_2 && ./exploit_vulnerable.sh. What follows are screenshots of these scripts being run;
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Exploitation of Vulnerabilities (20 Points)

A demonstration of these vulnerabilities can be found by running the provided exploit_vulnerable.sh script.

Authentication Bypass

Modifying the query string results in an authentication bypass, allowing users to see other users’ information.

This occurs because there is no means of checking the authenticity, such that we can verify the person accessing the
account’s balance is the actual user. To fix this would require a proof of identity, as well as route protection.

Replay Attacks

Replaying any withdrawal or deposit calls will result in a successful replay attack.

In this instance, an attacker could replay a withdrawal, causing the owner of the account to lose money. Following,
anyone can deposit or withdraw money from any account. Fixing this would require some kind of authentication, as
well as an expirable token to prevent transactions from occurring more than once.

Fixing the Vulnerabilities (20 Points)

A demonstration of the script protecting against these exploits can be found by running the provided exploit_secure.sh
script.

Authentication Bypass

My solution for preventing authentication bypass is a two-step authentication process;

1. The user requests to log in via the /requestLogin route. The server responds with a nonce for the user to log
in with.

2. The user uses the nonce to log in with their credentials using the /login route. The nonce is destroyed, and
the server responds with a session token.

This two-step authentication process ensures that a user is provided with a unique login opportunity. Any replay
attacks would fail since nonce can only be used once. If the attacker were to obtain the user’s nonce before they
have logged in, they would need to know the user’s credentials and log in faster than the user. The token verifies
the authenticity of all user requests for a period of time. Once the time on the token expires, they will need to
re-authenticate. Since the token verifies the user’s identity, it is no longer possible to access routes without valid
credentials, barring an authentication bypass.
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Replay Attacks

The solution listed above also prevents replay attacks. In the login scenario, a /login request needs a unique,
one-time-use nonce, so a replay of any request will simply fail. For deposits and withdrawals, the user will generate
a unique transaction ID to send to the server. Any attempts at replaying with the same ID will be caught and will
fail.

Use of NMAP or Vulnerability Scanner (20 Points)

I used NMAP to scan all ports of my local machine (a Linux instance on VirtualBox),

It is seen that NMAP has correctly identified that HTTP server is running on port 8080 and that it is being run
through Python.
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