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CSCE 413: Software Security
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Theory

Show how to find the OWASP Top 10 vulnerabilities via Google Dorks (Show the links and screenshots).

NOTE: Even though you (the grader) are most likely very well-versed in cybersecurity, I would still like to offer
a warning. The websites listed in this document are not only vulnerable to certain exploits, but could be malicious
themselves. Please exercise caution when browsing these links.

A01:2021-Broken Access Control

Site: Mealrop
I did not have much success in finding explicit cases of broken access control, but I did find one website using the
search prompt:

inurl:"user_id=" OR inurl:"account_id=" inurl:admin

I was aiming to find websites that explicitly let me access links that had admin URLs and/or specific accounts. This
attempt focused on logging into specific admin accounts. This resulted in a website called Mealrop that temporarily
loads, and then immediately logs you out.

This relates to Broken Access Control as it violates the principle of ”deny by default”, as access is temporarily
granted for a non-admin user.

1

https://www.mealrop.com/admin/public/login?acid=983479&user_id=18124326&logged_out=LINK_INVALID&goto=app.admin.setup&language_code=en-us
https://www.mealrop.com/admin/public/login?acid=983479&user_id=18124326&logged_out=LINK_INVALID&goto=app.admin.setup&language_code=en-us


A02:2021-Cryptographic Failures

Site: GitHub
OWASP provides a preventative measure for cryptographic failures, this being “Don’t store sensitive data unneces-
sarily” (A02 Cryptographic Failures). I’ve noticed that many people fail to remove their keys from .env files, so I
targeted .env files on Github searching for Open AI keys. I used the search prompt:

inurl:"github" ext:env "OPEN_AI=" OR "OPEN_AI_KEY="

This resulted in one result containing a possible key,

This relates to Cryptographic Failures as this user publicly stored sensitive cryptographic information that allows a
malicious user to initiate a passive attack, grabbing keys they shouldn’t have access to.

A03:2021-Injection

Sites: DERC, Cuadernos manchegos
While I do not have the skills to test for injection exploits on websites directly, I can use my knowledge of MySQL
and MongoDB to attempt to find websites with errors when accessing data from their databases. These errors could
then be used to understand the website’s architecture, making it easier to exploit the database. I used a search
prompt attempting to find leaking MySQL errors and avoiding any discussions or forums on these errors,

"you have an error in your sql syntax" OR "mysql_fetch_array()" OR "mysql_num_rows()"

-"ask" -"help" -"questions" -"forum" -"forums" -site:github.com

This resulted in two websites with explicit errors attempting to retrieve information concerning posts and the date
respectively, Drug Education Resources Center, Hong Kong and Cuadernos manchegos,

This relates to Injection as both websites not only exposed some parts of their database architecture but it is seen
that the creators of this website are taking some input that has not been fully sanitized and displaying the output
on the main page.
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https://github.com/AnujanAsok/afterwork-bot/blob/main/.env
https://owasp.org/Top10/A02_2021-Cryptographic_Failures/
https://github.com/AnujanAsok/afterwork-bot/blob/main/.env
https://www.derc.org.hk/en/perspective-detail.php?id=114%27]
https://www.cuadernosmanchegos.com/castilla-la-mancha/castilla-la-mancha-se-prepara-para-el-boom-del-pistacho-61242.html
https://www.derc.org.hk/en/perspective-detail.php?id=114%27]
https://www.cuadernosmanchegos.com/castilla-la-mancha/castilla-la-mancha-se-prepara-para-el-boom-del-pistacho-61242.html


A04:2021-Insecure Design

Site: MicroTik
Insecure design would include any websites launched as a demo, testing phase, etc., yet still host sensitive information.
I used the following prompt to find a website that allows you to log in as admin,

nurl:staging OR inurl:demo OR inurl:beta

The website MikroTik allows the user to log in as ”admin” with no password and just clicking ”Login”. You can
view internal files and web traffic on the site by clicking on ”Files” or ”Logs”, respectively.

This relates to insecure design as any user can log in as an admin and view sensitive data such as live connection
requests and files stored within the website. The needed security controls to prevent a user from entering their
website were never implemented, thus lending itself to insecure design.

A05:2021-Security Misconfiguration

Site: OPNsense
I wanted to attempt to find login credentials for users or admins through configs or default pages of websites. I
specifically targeted .XML files under a config folder using this search prompt,

inurl:"/config/" filetype:xml -site:github.com -site:android.googlesource.com

I found a group of passwords and login information within an XML file attached to a website called OPNsense,
however, I cannot confirm if this was for this specific website or another.

This relates to security misconfiguration as it unnecessarily exposes critical configuration information for the website,
exposing passwords and the features that compose the application.
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https://demo.mt.lv/
https://demo.mt.lv/
https://docs.opnsense.org/_downloads/ebc036f802fc2ba3efc8f536c4dae48d/A20-config.xml
https://docs.opnsense.org/_downloads/ebc036f802fc2ba3efc8f536c4dae48d/A20-config.xml


A06:2021-Vulnerable and Outdated Components

Site: Style SPB
I’ve seen that WordPress websites are extremely common, rarely updated, and come with quite a few vulnerabilities.
Following this, I looked for websites containing README’s with WordPress, by which I used the following search
query,

"wordpress" inurl:readme.html

With this query, I found this website with this README detailing that it is using WordPress 3.4.1. Following,
WordPress 3.4.1 has some notable vulnerabilities due to the fact that it is outdated.

This relates to vulnerable and outdated components because the creators of this website failed to update their version
of WordPress which has notable vulnerabilities.

A07:2021-Identification and Authentication Failures

Site: Hyper Salon’s .env
A bad password is one that everyone knows, which is a blatant authentication failure. I structured this search query
targeting files that exposed database passwords and login information,

intext:"db_password" OR intext:"db_user" filetype:env

With this query, I found Hyper Salon with this .env file exposing many of the major environment settings and
passwords.

This relates to Identification and Authentication Failures as, despite them using strong seemingly randomized pass-
words, exposing a .env containing passwords stored in plain text allows anyone to violate their attempts at authen-
tication.

A08:2021-Software and Data Integrity Failures

Site: Arch Linux RISC-V
This vulnerability concerns many internal features of the program, so I decided it best to use a search query looking
for the build logs of websites and software,

ifiletype:log "deployment" OR "build succeeded" OR "build failed"

I did not find many obviously helpful websites or logs, however, I was still looking for build logs that showed failures,
errors, or dependencies on out-dated or insecure frameworks that could be exploited. Here is an example log, however,
to my knowledge, there is not much helpful information to be found.
This relates to Software and Data Integrity Failures as we can attempt to find the logs or config files of applications
that may be using exploitable or unreliable libraries.

4

http://style-spb.com/
http://style-spb.com/
http://eng.style-spb.com/readme.html
https://wpscan.com/wordpress/341/
http://80.244.187.186.srvlist.ukfast.net/.env
http://hypersalon.cybussolutions.com/
http://80.244.187.186.srvlist.ukfast.net/.env
https://archriscv.felixc.at/.status/log.htm?url=logs/python-socketio/python-socketio-5.4.0-3-riscv64-build.log
https://archriscv.felixc.at/.status/log.htm?url=logs/python-socketio/python-socketio-5.4.0-3-riscv64-build.log


A09:2021-Security Logging and Monitoring Failures

Site: Nowcast Log
While most logging and security features are really only viewable by administrators, I constructed this query at-
tempting to find server logs to expose if websites had any security frameworks or logging,

filetype:log OR filetype:txt inurl:log

While generically looking for logs might not expose much, I did find a somewhat live log from the University of
Columbia. In viewing logs like these, we can assess if they have any logging or services for security.

This relates to Security Logging and Monitoring failures as we can view the logs of applications to see what they do
and don’t report on. Once we know what they do and do not scan for, we could possibly find common vulnerabilities
to exploit that wouldn’t be caught.

A10:2021-Server-Side Request Forgery

Site: Mental Health Law
For this vulnerability, I looked for websites that included common SSRF tags that could be potentially exploited by
loading in certain URLs,

inurl:"url=" OR inurl:"uri=" OR inurl:"fetch=" OR inurl:"callback=" OR inurl:"link=" inurl:"http"

While SSRF vulnerabilities depend on how the website may use the website-requested link, I tried sending webhooks
to various websites to see what they did with the link. In doing this, I found a UK website that loads a ”special
link”. Using webhook.site, I sent a webhook that was received by the website, as seen by its logged IP. I am not
well-versed with SSRF vulnerabilities, but instances like this could be used to infiltrate the service.

This relates to Server-Side Request Forgery as we sent a resource to the web application and, without doing checks,
attempted to invoke a HTTP HEAD request.
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https://salishsea.eos.ubc.ca/nemo/nowcast/logs/nowcast.log
https://salishsea.eos.ubc.ca/nemo/nowcast/logs/nowcast.log
https://www.mentalhealthlaw.co.uk/Special:Link/http:/batmanapollo.ru/
https://www.mentalhealthlaw.co.uk/Special:Link/http:/batmanapollo.ru/
https://webhook.site


Practice

Create your own Web application vulnerable to directory traversal and exploit it. (Show code and screenshots)

Steps

1. Unzip PoC1_traversal.zip

2. Run exploit_linux.sh in ./PoC1/ to view the exploit performed in the jail directory.

3. (Optional) exploit_secure_linux.sh to view the exploit performed on the secure version of the server.

Here is a brief example of both scripts being ran;

Explanation

I created a simple Python HTTP file server that runs on Port 8080. The vulnerability in this code is found in the
following lines found within the do_GET handler,

1 # Construct the file path

2 base_directory = os.getcwd ()

3 base_path = self.path.lstrip(’/’)

4 # Truncate the path

5 file_name = os.path.join(base_directory , base_path)

In this code, self.path is the path specified in the HTTP GET request. The only modifications done to the acquired
path is stripping any leftward ”/” to prevent issues with joining the base_directory. This is a vulnerability, as
anyone could send a request accessing the parent directories of where the server is being run, potentially accessing
sensitive information.
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For my example, I created the following file structure:
PoC 1/

jail/

vulnerableServer.py

secureServer.py

cell/

in jail.txt

escaped.txt

exploit linux.sh

exploit secure linux.sh

PoC1 grahamd.pdf

In this scenario, we would not want any GET requests to attempt to open the escape.txt file outside of the jail.
Using curl, we can demonstrate this exploit by accessing the legal file in_jail.txt, and then attempting to access
the illegal file escape.txt. exploit_linux.bat and exploit_secure_linux.sh are scripts that, when run, attempt
the exploit on the insecure and secure versions of the python scripts respectively. What follows is a side-by-side view
of the server being exploited, and breaking out of the jail;

As seen in this example, using the --path-as-is parameter for curl, it is possible to perform a directory traversal
exploit.
A defense against this exploit is checking that the constructed path exists within the jail folder, and to send a 403
code otherwise,

1 # Construct the file path

2 base_directory = os.getcwd ()

3 base_path = self.path.lstrip(’/’)

4 # Resolve a path from the base directory and given path

5 file_path = os.path.abspath(os.path.join(base_directory , base_path))

6 # * Ensure the path exists in the current working directory , otherwise , throw a 403

7 if not file_path.startswith(base_directory):

8 self.send_response (403)

9 self.end_headers ()

10 self.wfile.write(b"Forbidden␣file␣path")

11 return

After the path resolution on line 5, we check that the path exists within the base_directory and, if it does not, we
return a 403 code stating that the file path is forbidden. This prevents the traversal of any paths that are not within
the jail directory.
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