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Theory

Show how to find the OWASP Top 10 vulnerabilities via Google Dorks (Show the links and screenshots).

NOTE: Even though you (the grader) are most likely very well-versed in cybersecurity, I would still like to offer
a warning. The websites listed in this document are not only vulnerable to certain exploits, but could be malicious
themselves. Please exercise caution when browsing these links.

A01:2021-Broken Access Control

Site: Mealrop
I did not have much success in finding explicit cases of broken access control, but I did find one website using the
search prompt:

inurl:"user_id=" OR inurl:"account_id=" inurl:admin
I was aiming to find websites that explicitly let me access links that had admin URLs and/or specific accounts. This
attempt focused on logging into specific admin accounts. This resulted in a website called Mealrop| that temporarily
loads, and then immediately logs you out.

B G inurl"user_id="ORinurl x Admin x|+ v 56 6

« c (o) mealrop.com % L g =

You have been logged out

Your auto-login link has expired or has been Invalidated.
uren

Please log in using your email and password.

This relates to Broken Access Control as it violates the principle of "deny by default”, as access is temporarily
granted for a non-admin user.


https://www.mealrop.com/admin/public/login?acid=983479&user_id=18124326&logged_out=LINK_INVALID&goto=app.admin.setup&language_code=en-us
https://www.mealrop.com/admin/public/login?acid=983479&user_id=18124326&logged_out=LINK_INVALID&goto=app.admin.setup&language_code=en-us

A02:2021-Cryptographic Failures

Site: \GitHub
OWASP provides a preventative measure for cryptographic failures, this being “Don’t store sensitive data unneces-
sarily” (A02 Cryptographic Failures). I've noticed that many people fail to remove their keys from .env files, so I
targeted .env files on Github searching for Open Al keys. I used the search prompt:
inurl:"github" ext:env "OPEN_AI=" OR "OPEN_AI_KEY="
This resulted in jone result| containing a possible key,
inurl"github” extenv "OPEN_AI=" OR "OPEN_AI_KEY=" x & @

Al Videos Images News Shopping Forums Web  More - Tools ~

o orw
hitps:igithub.com » sk-notefitering » bob > api».env
sk-hoteffiltering/api/.env at main
OPEN_AI_CHAT_COMPLETION_MODEL_ID="gpt-4"
OPEN_AI__TEXT_COMPLETION_MODEL_ID="text-davinci-003" OPEN_AI__API_KEY="0:".

GitHub
o

ipsgithud.com» idurar » idurar-erp-crm» blob > env

idurar-erp-crm/backend/.env at master
#DATABASE = "mongod:/flocalnost 27017 #RESEND_API = *your resend_api” #OPENAI_API_KEY =
*your open_ai api key" JWT_SECRET="your_private_wt_secret_key

GitHub
O bipsigituscoms Anuanssokssteorbots oo £
afterwork-bot/.env at main

OPEN_AI_KEY=sk-KYEQyg9sDQ3NILHP 12V T3BIDkFJbRIbDLBOJMEDMIFYACX. 1. OPEN_AI_KEY=sk-
KYEQyg9sDQ3MILHP12vT3BIDKFJbRrbDLBDIMEbMIFYFICX. Footer. © 2024 GitHub, Inc

This relates to Cryptographic Failures as this user publicly stored sensitive cryptographic information that allows a
malicious user to initiate a passive attack, grabbing keys they shouldn’t have access to.

A03:2021-Injection

Sites: DERC, |Cuadernos manchegos
While I do not have the skills to test for injection exploits on websites directly, I can use my knowledge of MySQL
and MongoDB to attempt to find websites with errors when accessing data from their databases. These errors could
then be used to understand the website’s architecture, making it easier to exploit the database. I used a search
prompt attempting to find leaking MySQL errors and avoiding any discussions or forums on these errors,

"you have an error in your sql syntax" OR "mysql_fetch_array()" OR "mysql_num_rows()"

-"ask" -"help" -"questions" -"forum" -"forums" -site:github.com
This resulted in two websites with explicit errors attempting to retrieve information concerning posts and the date
respectively, Drug Education Resources Center, Hong Kong and |Cuadernos manchegos,
®

\

i
i Cuadernes

SECTIONS ~NATIONAL ~CASTILELAMANCHA ~ALBACETE ROVALCITY BASIN GUADALAJARA TOLEDO TOMELLOSO | o\ cey+ fRoM users: Q

LITERATURE Workin Castile-La Mancha Boe Bag TOURISM Docm Medical quote OPINION Draws -Cis Ucdm ARCHITECTURE Pvp Gob.CLM CLM Courts

VIRGEN nav LAS VINAS ﬁ TOMILLAR

-01-01-1970

You have an error in your SQL syntax; check the manual jour MariaDB versi right syntax to use near
) and a.date.news=="2025-01-18 ORDER BY a.fecha.noticia desc, a.id.not..... at line 1

This relates to Injection as both websites not only exposed some parts of their database architecture but it is seen
that the creators of this website are taking some input that has not been fully sanitized and displaying the output
on the main page.


https://github.com/AnujanAsok/afterwork-bot/blob/main/.env
https://owasp.org/Top10/A02_2021-Cryptographic_Failures/
https://github.com/AnujanAsok/afterwork-bot/blob/main/.env
https://www.derc.org.hk/en/perspective-detail.php?id=114%27]
https://www.cuadernosmanchegos.com/castilla-la-mancha/castilla-la-mancha-se-prepara-para-el-boom-del-pistacho-61242.html
https://www.derc.org.hk/en/perspective-detail.php?id=114%27]
https://www.cuadernosmanchegos.com/castilla-la-mancha/castilla-la-mancha-se-prepara-para-el-boom-del-pistacho-61242.html

A04:2021-Insecure Design

Site: MicroTik
Insecure design would include any websites launched as a demo, testing phase, etc., yet still host sensitive information.
I used the following prompt to find a website that allows you to log in as admin,

nurl:staging OR inurl:demo OR inurl:beta
The website MikroTik allows the user to log in as ”admin” with no password and just clicking ”Login”. You can
view internal files and web traffic on the site by clicking on ”Files” or ”Logs”, respectively.

= demo.mt.lv

Q search B Log
T WiFi
3 Wicless >
®  Time Buffer  Topics Message B
[ interfaces P! 9
© Wrreouara 1241 2025-016 155100  memory System,info,acc.  Userroot logged eut from 220178 8154 via ssh
B e 977 2025-01M16125226  memory System,info,acc.  USerroot logged out from 194,0.236.38 via ssh
¥f Bridge 1224 2025-016154522  memory System,info,acc.  Userroot logged out from 194.0.236.38 via ssh
T Switch > 196 2025-0161526:05 memory System,info,acc.  Userroot logged out from 16771161144 via ssh
L Mesh 1467 2025-01616:36:14  memory  system,info,acc.. userroot logged out from 92.255.65168 via ssh
< ’ 1232 2025-01615:49:02  memory system,info,acc.. userroot loggedin ffom 220178.8154 via ssh
e
1Pv6 >
: 976 2025-0116125210  memory System,info,acc..  userroot loggedin ffom 194025438 via ssh
O wpLs >
1220 2025-011615:44:58  memory  System,info,acc..  Userroot loggedin ffom 194.0.25438 via ssh
X Routing >
& oot N84 2025-01161526:05  memory system,info,acc..  userroot loggedin from 16771161144 via ssh
ystem >
b ueves 1483 2025-011618:37:53  memory system.info,acc.. userroot loggedin from 82.255.85188 viassh
& Dotix 1656 2025-011618:06:01  memory system, info,acc.. user demologged outfrom 201.76180.246 viawinbox
[ Fies 1258 2025-01616:00:20 memory system,info,acc.. userdemologged out from 19015139161 viawinbox
) Log 1261 2025-01-1616:00:56  memory system,info,acc.. userdemologged out from 19015139161 viawinbox
o
(g RADIUS 1262 2025-01-1616:01:26  memory system,info,acc. userdemologged out from 19015139161 via winbox
& Tools > 1278 2025-011616:14:40  memory system,info,acc.  userdemologged out from 19015133161 viawinbox
Partition
® 1279 2025-01616:14:42  memory  system,info,acc.. userdemologged out from 1905139161 viawinbox

Y Make Supoutrif
1263 2025-016 161559  memory system,info,acc.. userdemalogged outfrom 1905139161 viawinbox

This relates to insecure design as any user can log in as an admin and view sensitive data such as live connection
requests and files stored within the website. The needed security controls to prevent a user from entering their
website were never implemented, thus lending itself to insecure design.

A05:2021-Security Misconfiguration

Site: |(OPNsense
I wanted to attempt to find login credentials for users or admins through configs or default pages of websites. I
specifically targeted . XML files under a config folder using this search prompt,

inurl:"/config/" filetype:xml -site:github.com -site:android.googlesource.com
I found a group of passwords and login information within an XML file attached to a website called (OPNsense,
however, I cannot confirm if this was for this specific website or another.

<fsysctl>

—<system>
<serialspeed>115200</serialspeed>
<primar rial</primary

normal</optimi:
<hostname>OPNsense</hostname>
<domain>localdomain</domain>

ride>1 Tid

—<group>
<name>admins</name>
<description>System Administrators</description>
<scope>system</scope>
<gid>1999</gid>
<member>0</member>
<priv>page-all</priv>

</group>

—<user>
<name>root</name>
<descr>System Administrator</descr>
<scope>system</scope>

gr admins</gr
—<password>
$2y$108YRVoF4SgsklsrXOvOQjGieBIXqHPRra9R7d80B3BZdbY/j21 TWBFS

</password>
<uid>0</uid>

This relates to security misconfiguration as it unnecessarily exposes critical configuration information for the website,
exposing passwords and the features that compose the application.



https://demo.mt.lv/
https://demo.mt.lv/
https://docs.opnsense.org/_downloads/ebc036f802fc2ba3efc8f536c4dae48d/A20-config.xml
https://docs.opnsense.org/_downloads/ebc036f802fc2ba3efc8f536c4dae48d/A20-config.xml

A06:2021-Vulnerable and Outdated Components

Site: Style SPB
T’ve seen that WordPress websites are extremely common, rarely updated, and come with quite a few vulnerabilities.
Following this, I looked for websites containing README’s with WordPress, by which I used the following search
query,

"wordpress" inurl:readme.html
With this query, I found [this website with this README]| detailing that it is using WordPress 3.4.1. Following,
WordPress 3.4.1 has some notable vulnerabilities due to the fact that it is outdated.

@WORDPRESS
Bepcus 3.4.1

Balwa cobcTserHan naathopma ana nyGnvkaumi

CHauasia rnaBHoe

Aobpo noxanosats. WordPress 4R MeHs — oueHb 0cobeHHbI NpoekT. Kaxabii paspabotumk n
yHacTHK 106aBNAET YTO-TO CBOE, M BMECTE Mbl CO3aéM HEUTO NPeKPacHoe, YaCTbio MHE 04eHb NPUATHO
6biTb. Ha WordPress yIL/m THICRHM YacoB, W KaX/Iblii AeHb Mbl MOCBALLAEM €ro COBEPLIEHCTBOBAHMIO.
Cnacnbo BaM 3a To, HTO CleNanu ero YacTbio CBOEro MIUpa

— MaTT Mynnenser

YcraHoBKa: 3HaMeHMUTas S-WMH)"THHH yCTaHOBKa

This relates to vulnerable and outdated components because the creators of this website failed to update their version
of WordPress which has notable vulnerabilities.

A07:2021-1Identification and Authentication Failures

Site: Hyper Salon’s .env
A bad password is one that everyone knows, which is a blatant authentication failure. I structured this search query
targeting files that exposed database passwords and login information,

intext:"db_password" OR intext:"db_user" filetype:env
With this query, I found [Hyper Salon| with this .env file exposing many of the major environment settings and
passwords.

APP_ENV=local
APP_KEY=-base64:nsUESAYa0qINF6+W2hBopjA6ZZKY1GTdVSbZwakonDe=
APP_NAME=Hypersaloon

APP_DEBUG=false

APP_LOG_LEVEL=debug
APP_URL=http://hypersalon.cybussalutions. com
APP_TIMEZONE=Asia/Karachi
DB_CONNECTION=mysql

DB_HOST-127.9.0.1

DB_PORT=3306

DB_DATABASE=hypersaloon

DB_USERNAME=root

DB_PASSWORD=1K6mW60dpush

BROADCAST DRIVER=log

CACHE DRIVER=file

SESSION_DRIVER=file

QUEUE_DRIVER=sync

REDIS HOST=127.9.0.1

REDIS_PASSWORD=nuT1

REDIS_PORT=6379

This relates to Identification and Authentication Failures as, despite them using strong seemingly randomized pass-
words, exposing a .env containing passwords stored in plain text allows anyone to violate their attempts at authen-
tication.

A08:2021-Software and Data Integrity Failures

Site: |Arch Linux RISC-V
This vulnerability concerns many internal features of the program, so I decided it best to use a search query looking
for the build logs of websites and software,

ifiletype:log "deployment" OR "build succeeded" OR "build failed"
I did not find many obviously helpful websites or logs, however, I was still looking for build logs that showed failures,
errors, or dependencies on out-dated or insecure frameworks that could be exploited. Here is an example log, however,
to my knowledge, there is not much helpful information to be found.
This relates to Software and Data Integrity Failures as we can attempt to find the logs or config files of applications
that may be using exploitable or unreliable libraries.


http://style-spb.com/
http://style-spb.com/
http://eng.style-spb.com/readme.html
https://wpscan.com/wordpress/341/
http://80.244.187.186.srvlist.ukfast.net/.env
http://hypersalon.cybussolutions.com/
http://80.244.187.186.srvlist.ukfast.net/.env
https://archriscv.felixc.at/.status/log.htm?url=logs/python-socketio/python-socketio-5.4.0-3-riscv64-build.log
https://archriscv.felixc.at/.status/log.htm?url=logs/python-socketio/python-socketio-5.4.0-3-riscv64-build.log

A09:2021-Security Logging and Monitoring Failures

Site: Nowcast Log
While most logging and security features are really only viewable by administrators, I constructed this query at-
tempting to find server logs to expose if websites had any security frameworks or logging,

filetype:log OR filetype:txt inurl:log
While generically looking for logs might not expose much, I did find a somewhat live log from the University of
Columbia. In viewing logs like these, we can assess if they have any logging or services for security.

2025-81-19 19:31:26,586 DEBUG [collect weather] moved /SalishSeaCast/datamart/hrdps-continental/60/603/20250120760Z MSC HRDPS DSWRF Sfc RLatLond.0225 PTOO3H.qrib2 to /results/forcing/atmospheric/continental2.5/GRIB/20250120,/00/003/
2025-01-19 19:31:27,027 DEBUG [crop_gribs] wrote GRIB file cropped to SalishseaCast subdomain: /results/forcing/atmespheric/continental2.5/GRIB/20250120,/00/003/20250120T00Z_NSC_HRDPS_DSWRF_Sfc_RLatLond.0225_PTO@3H_SSC.grib2
2025-01-19 19:31:27,028 DEBUG [crop gribs] observer thread files remaining to process: 505

2025-81-19 19:31:27,314 DEBUG [collect weather] moved /SalishSeaCast/datamart/hrdps-continental/60/603/202501207602 MSC_HRDPS PRATE Sfc RLatLond.0225 PTOB3H.grib2 to /results/forcing/atmospheric/continental2.5/GRIB/20250120,/60/003/
2025-81-19 19:31:27,802 DEBUG [crop gribs] wrote GRIB file cropped to SalishSeaCast subdomain: /results/forcing/atmespheric/continental2.5/GRIB/20250120,/00/003/20250120T00Z MSC HRDPS PRATE Sfc RLatLond.0225 PTO83H SSC.grib2
2025-01-19 19:31:27,802 DEBUG [crop_gribs] observer thread files remaining to process: 504

2025-01-19 19:31:28,058 DEBUG [collect weather] moved /SalishSeaCast/datamart/hrdps-continental/00/083/20250120760Z MSC_HRDPS_LHTFL Sfc RLatlond.0225 PTOO3H.grib2 to /results/forcing/atmespheric/continental2.5/GRIB/20250120,/60/003/
2025-61-19 19:31:28,866 DEBUG [crop gribs] wrote GRIB file cropped to SalishSeaCast subdomain: /results/forcing/atmospheric/continental2.5/GRIB/20250120,/60/063/20250126T60Z MSC HRDPS LHTFL Sfc RLatLond.8225 PTO83H SSC.grib2
2025-01-19 19:31:28,867 DEBUG [crop gribs] observer thread files remaining to process: 503

This relates to Security Logging and Monitoring failures as we can view the logs of applications to see what they do
and don’t report on. Once we know what they do and do not scan for, we could possibly find common vulnerabilities
to exploit that wouldn’t be caught.

A10:2021-Server-Side Request Forgery

Site: Mental Health Law
For this vulnerability, I looked for websites that included common SSRF tags that could be potentially exploited by
loading in certain URLs,

inurl:"url=" OR inurl:"uri=" OR inurl:"fetch=" OR inurl:"callback=" OR inurl:"link=" inurl:"http"
While SSRF vulnerabilities depend on how the website may use the website-requested link, I tried sending webhooks
to various websites to see what they did with the link. In doing this, I found a UK website that loads a ”special
link”. Using webhook.site, I sent a webhook that was received by the website, as seen by its logged IP. I am not
well-versed with SSRF vulnerabilities, but instances like this could be used to infiltrate the service.

P Request Details

m https://webhook site/3d3

600d-81b2-4eba-bb0a-642a303270

Host 161.35.175.57 V Shodan Netily Ci
HEAD #d0de? 161.35.175.57 Date 01/19/2025 10:58:06 PM (a few seconds ago)
01/19/2025 10:58:06 PM Size 0 bytes
Time 0.000 sec
ID d0de2ad7-33bb-4179-8cd8-b66657tbad49
Note # Add Note

Query strings

(empty)

This relates to Server-Side Request Forgery as we sent a resource to the web application and, without doing checks,
attempted to invoke a HT'TP HEAD request.


https://salishsea.eos.ubc.ca/nemo/nowcast/logs/nowcast.log
https://salishsea.eos.ubc.ca/nemo/nowcast/logs/nowcast.log
https://www.mentalhealthlaw.co.uk/Special:Link/http:/batmanapollo.ru/
https://www.mentalhealthlaw.co.uk/Special:Link/http:/batmanapollo.ru/
https://webhook.site

Practice

Create your own Web application vulnerable to directory traversal and exploit it. (Show code and screenshots)

Steps
1. Unzip PoCl_traversal.zip
2. Run exploit_linux.sh in ./PoC1/ to view the exploit performed in the jail directory.

3. (Optional) exploit_secure_linux.sh to view the exploit performed on the secure version of the server.

Here is a brief example of both scripts being ran;

user@user-VirtualBox: ~/Documents/csce_413/PoC_1 B8 - < @ user@user-VirtualBox: ~/Documents/csce_413/PoC_1 Q

$ ./exploit_Llinux.sh $ ./exploit_secure_linux.sh

INFO:root:Starting httpd on port INFO:root:Starting httpd on port 8686...

NFO T
Jcell/in_ x Path: /cell/in

Headers:

Host: localhost:8080

User-Agent: curl/8.s.0

Accept: */*

:31] "GET /cell/in_jail.txt HTTP/1.1" 200 -
0C_1/jail/cell/in_ja
cell/in_jail.txt HTTP/1.1
:GET request,
escaped. txt

Tocalhost
er-Agent: curl/8.5.0
lAccept: */*

127.0.0.1 - - [20/Jan/2025 15:21:31] "GET /../escaped.txt HTTP/1.1" 260 -
I escaped from the jail!

s INFO:root:File Pa ome/user /Documents /csce_413/PoC
File Path: /home S _1/escaped. txt
127.0.0.1 - - [20/Jan/2025 ped.txt HTTP/1.1" 403 -
Forbidden file path

Explanation

I created a simple Python HTTP file server that runs on Port 8080. The vulnerability in this code is found in the
following lines found within the do_GET handler,

# Construct the file path

base_directory = os.getcwd ()

base_path = self.path.lstrip(’/’)

# Truncate the path

file_name = os.path.join(base_directory, base_path)

In this code, self.path is the path specified in the HTTP GET request. The only modifications done to the acquired
path is stripping any leftward ”/” to prevent issues with joining the base_directory. This is a vulnerability, as
anyone could send a request accessing the parent directories of where the server is being run, potentially accessing
sensitive information.
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For my example, I created the following file structure:
PoC_1/

| jail/

vulnerableServer.py

secureServer.py

cell/

| _in jail.txt
| escaped.txt
| exploit_linux.sh
| exploit_secure_linux.sh
| PoCl_grahamd.pdf
In this scenario, we would not want any GET requests to attempt to open the escape.txt file outside of the jail.
Using curl, we can demonstrate this exploit by accessing the legal file in_jail.txt, and then attempting to access
the illegal file escape.txt. exploit_linux.bat and exploit_secure_linux.sh are scripts that, when run, attempt
the exploit on the insecure and secure versions of the python scripts respectively. What follows is a side-by-side view
of the server being exploited, and breaking out of the jail;

user@user-VirtualBox: ~/Documents/csce_413/PoC_1/jail Ll = = D) =t user@user-VirtualBox: ~/Documents/csce_413/PoC_1 CLY = 5 ©® &

$ cd jail : $ curl --path-as-is "http://localhost:8086/c
: $ python3 vulnerableServer.py ell/in_jail. txt"
INFO:root:Starting httpd on port 8686... I'm in the jail!
$ curl --path-as-is "http://localhost:8686/.
./escaped. txt"
I escaped from the jaill : $

.0.1 - - [20/Jan/2025 14:29:01] "GET /cell/in_jail.txt HTTP/1.1" 200 -
GET request,
escaped. txt

- [20/]an/2625 14:30:10] "GET /../escaped.txt HTTP/1.1" 200 -

As seen in this example, using the --path-as-is parameter for curl, it is possible to perform a directory traversal
exploit.

A defense against this exploit is checking that the constructed path exists within the jail folder, and to send a 403
code otherwise,

# Construct the file path
base_directory = os.getcwd ()
base_path self .path.lstrip(’/’)
# Resolve a path from the base directory and given path
file_path = os.path.abspath(os.path. join(base_directory, base_path))
# * Ensure the path exzists in the current working directory, otherwise, throw a 403
if not file_path.startswith(base_directory):
self.send_response (403)
self.end_headers ()
self .wfile.write(b"Forbidden, file path")
return

After the path resolution on line 5, we check that the path exists within the base_directory and, if it does not, we
return a 403 code stating that the file path is forbidden. This prevents the traversal of any paths that are not within
the jail directory.



