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Video Demo

Due to the nature of this assignment, there is no demo file associated with this report. Instead, a video demonstration
of my process can be found here;
https://youtu.be/Lg4AcF2OmuQ
The files jerma985.txt, jerma985_xor.txt have been included. jerma985_xor.txt has been XOR’d with the time
value 0x67e448ff.

Disassembling

The provided file ransom will target and encrypt other files within the same directory when run. Within the same
directory, there is a file named jerma985.txt such that its contents are as follows;

We can use gdb (more specifically, I am using GEF) to analyze the behavior of the program while it runs. In doing
so, we can hope to view what the key is and how it is used.
We will first disassemble the main function of ransom to look for any helpful functions.

While there are many important instructions for a ransomware function within main such as file reads and writes,
the most important is the function that generates the key, get_key. We can similarly disassemble get_key to see
how it was generated,

As seen on the instruction located at +9, a function to get the current timecode is called. After this, srand is used
to generate a seeded random number. We can assume that the output of +9 is stored in $rax and is then moved to
$rdi (arg 1) for srand.
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https://youtu.be/Lg4AcF2OmuQ


get key Behavior

We can run the program in gdb, observing what value is passed into $rdi. This will encrypt the jerma985.txt file
in the same directory, so we can hope to use this value to XOR it again later.
Creating a breakpoint at get_key, we can save the value passed into $rax.

After the execution of the mov instruction at the instruction get_key+000e, we can find that both $rax and $rdi

contain the value 0x67e20670.
Once the program has terminated, we can find that the jerma985.txt file has been mangled,
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Double XOR

We can undo this encryption by applying the XOR operation again with the same key. Even though running the
program again will generate a new key, we can break before srand is called to replace any existing time code with
the previous 0x67e20670. Using gdb, we can run set $rdi 0x67e20670 to set the value in the register,

Following, the program can terminate, revealing that the jerma985.txt file has been restored to its former state.
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